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DYNAMIC HOST CONFIGURATION PROTOCOL

5 maart - 11 maart

Week 10 - Lesweek 3.3
In deze les{sen):
* Dynamic Host Configuration Protocol
Voor deze les(sen) heb je nodig:
* DEEL 1 - paragraaf 4.0 en 4.1
Wikivijs - 4 - DHCP
Gedetailleerde uvitwerking van de opdracht{en):

* Practicum 4.1.1 - DHCP installeren, p. 165179
* Practicum 4.1.2 - Tweede DHCP-server, p. 179
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DYNAMIC HOST CONFIGURATION PROTOCOL

Statische IPv4-adressen, p. 162-163

Internet Protocel Version 4 (TCP/IPvd) Properties

Dynamische IPv4-adressen, p. 163
15___‘&%

General

You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

{_)Obtain an IP address automatically
(@) Use the following IP address:

IP address: | 192.168 . 101. 11 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: | 127. 0 .0 . 1 |

Alternate DMS server: | . . . |

[validate settings upon exit O el

Cancel

*

1. 168 0 22
q_h“h-h_
-\._\_\_\_\-\-\-\.
. —
102 168,013 ;:
I
1]
o % IP Address Daiabase
192 16B.0.7F
R DHCP Server
o

Figure 1. DHCF Servers assign compufers IF addresses from & user-speciied range
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DHCP Offer Overview

Broadcast g
"*-\._: d_/__r"
B -
M' ‘* F_'___,-
Request N :: ‘“: :aéﬁg

R B

DHCP Client DHCP Server

P. 163-164




DE WERKING VAN DHCP

DHCP Offer Overview

Broodeast
| Unicast

DHCP Client

DHCP Server

The move hits theaters on Augusts 2,1/ "

2019.



DE WERKING VAN DHCP

Help! I don't have an address!

Client broadcast
DHCPDiscover

Server unicast
DHCPOffer

| How about this address? |

Client broadcast
DHCPRequest

Can't | just use the

address | had before?  Server unicast
DHCPACK

Awesome! I'm somebody now!

How to assign a static ip to a mac-address through DHCP
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DYNAMIC HOST CONFIGURATION PROTOCOL (1)

! 88 Metwork and Sharing Center

—DXF

Qe Virtual Network Editor — O X g +]
Name Type External Connection Host Connection  DHCP Subnet Address Search Metwork Connections 0@
VMnetd Custom - - - 182.168.211.0

&=
VMnetl  Hostonly - Connected Enabled  192.188.235.0 o @ B~ m @
VMnets MAT MAT Connected Enabled 192.168.20.0
DHCP Settings Bl

Metwork: wmneti

Subnet IP: 192.168.235.0

Subnet mask: 255,255.255.0

Starting IP address: | 192 . 168 . 235 . 128

Add Metwork... Remove Network
Ending IP address: | 192 . 168 . 235 . 254
VMnet Information
Broadcast address: 192, 168.235.255
Bridged (connect VMs directly to the external network)
Bridged ki Days: Hours: Minutes:
Default lease time: | 2 = =30 2
MNAT (shared host's IP address with VMs)

Max lease time: 30 =2 = =
®) Host-only (connect YMs internally in a private network) i fsase tme = = =
| Connect a host virtual adapter to this network OK Help

Host virtual adapter name: YMware Metwork Adapter VMnet1
| Use local DHCP service to distribute IP address to VMs DHCP Settings...
les
SubnetIP: | 192,168 .235. 0 Subnetmask: | 255 .255.255. 0
& Administrator privileges are required to modify the network configuration. @Change Settings
Restore Defaults OK Cancel Apply Help =i
2items  1item selected Cancel =z =
| T T

VMWARE

RO

\/\/ORKSTATION14
D

14

WORKSTATION




DYNAMIC HOST CONFIGURATION PROTOCOL (1)

F o ETILE = c € ark and Intern ¥ ar onnections o SEArCN NeTWork Lonm
' Metwork and Internet Metwork C fi 5 h Met k C
T
« & is| i =
i ablethisi pection =
1 E.I <« Metwork and Internet » MNetwork Connections v Search Network Connections 0@ G |
ENEra
. . . . . . - o L . = i Metwork ] ]
Orn.a.nuﬂ - Nicahls thic nehunel devics Miannacs thic connegtinn narncthic n 3% ET - e Metwork Connection Details >’<
(1] Internet Protocel Version 4 (TCP/IPv4) Properties X -D ice (P Connection 1
evice (
IPv4 Connectivity: i ils:
Networking | General | alternate Configuration ty Network Connection Details:
4 IPvE Connectivity:
Connect using: ‘You can get IP settings assigned automatically if your network supports Media State: Froperty Value
. . i this capability. Otherwise, you need to ask your netwark administrator . ; 73 :
I Intel(R) 82574L Gigabit Network Connection for the appropriate IP settings. Duration: Connectionspecific ON... Iacalleomaln
: Description Intel(R) 82574L Gigabit Metwork Connect
Configure... (®) Obtain an P address automatically Speed: Physical Address 00-0C-23-2E-60-1C
This connection uses the following items: (0 Use the following IP address: Details. . DHCP Enabled Yes
L3 Client for Microsoft Networks ~ l:l IPv4 Address 152.168.235.128
I File and Prirter Sharing for Microsoft Netwarks IPv4 Subnet Mask 255.255.255.0
QoS Packet SChEdL"?f l:l Lease Obtained Saturday, 3 March 2018 15:24:33
- Intemet Protocal Version 4 (TCP/IPv4) [ ] Activity — | Lease Expires Maonday, 5 March 2018 15:54:32
O 2. Microsoft Network Adapter Multiplexar Protocol |Pyvé Default G
4. Microsoft LLDP Protocol Driver ) . v ault Gateway
O] . Intemet Protocol Version & (TCP/IPvE) v @Obtaln DNS server address automatically Sen |Pwd DHCP Server 192 168215 254
< > (D) Use the following DNS server addresses: IPwd DNS Server 152.168.235.1
: IPvd WINS S
Install... Uninstall Properties l:' Bytes: Vel ewer.
NetBIOS over Tepip En...  Yes
Descrption ]
Transmission Control Protocol/Intemet Protocol. The defautt . L
wide area network protocol that provides communication Valid . . E;Pmpertes E; Di
across diverse interconnected networks. Validate settings upon exit Advanced...
£ >
Cancel
OK Cancel
. Z2items 1 item selected == &=
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JAN SMETS

Practicum 4.1.1: DHCP installeren N
etwerk
Opdracht 4.1.2: Tweede DHCP-server T4
- beheer

@ > MeT winoows serveRr | ERKEE
162,168.0 2 .
N
. i
182

z

—

H‘h-\
a
— S pacue Dratabass E
- o DHCP Server
e

g
&

Figure 1. DHGF Servers assign compufers (F addresses from & user-speciied range
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PRACTICUM 4.1.1: DHCP INSTALLEREN

= Server Manager

Server Manager * Dashboard Manage  Tools  View
_ Add Roles and Features

Remove Roles and Features

Dashboard WELCOME TO SERVER MANAGER
Add Servers

B Local Server Create Server Group
7 Al Servers . : ; Server Manager Properties
. Configure this local server
i§l AD DS -
T8 DHCP QUICK START
& DNS 2 Add roles and features
L Fler i mre femses b 3 Add other servers to manage
WHAT'S NEW —_ :
4 Create a server group
5 Connect this server to cloud services
Hide
LEARMN MORE

ROLES AND SERVER GROUPS

Roles: 4 | Servergroups: 1 | Servers total: 2

il ADDs 1 {8 DHCP 1
@ Manageability @ Manageability

Events Events

Services Services




PRACTICUM 4.1.1: DHCP INSTALLEREN

& Add Roles and Features Wizard — O .

DESTINATION SERVER

Select server roles e et

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection Dynamic Host Configuration

Protocel (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and

related information for client

[] Active Directory Certificate Services

Server Roles | Active Directory Domain Services (Installed)
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation computers. I
O
«| DMS Server (Installed)
[] Fax Server

| [m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service
[ Hyper-¥
[] MultiPaint Services
[ Wetwork Contraller
[] Wetwork Policy and Access Services
[] Print and Dacument Services J
I:l Remote Access Applying computer settings
[] Remote Desktop Services
[ Volume Activation Services

[J Web Sarver (IIS)

< Previous | | MNext > Install Cancel




PRACTICUM 4.1.1: DHCP INSTALLEREN

&= Server Manager

Server Manager * Dashboard @) | Py Manage  Toois

Active Directory Administrative Center

Active Directery Domains and Trusts

WELCOME TO SERVER MAMNAGER
Dashboard Active Directory Module for Windows PowerShell

=
B Local Server

Active Directory Sites and Services
Active Directory Users and Computers

o Configure this local servi  apgi i

Component Services

ii All Servers
i§l ADDS

{8 DHCP QUICK START
DNS

[ 4]
[= =]
g Fi i >
ki File and Storage Services 3 Add other servers to manag

Computer Management

Add roles and features

[

Defragment and Optimize Drives
DHCP

Disk Cleanup

4 Create a server group DNS

Event Viewer

Connect this server to cloug Group Policy Management

iSCSI Initiator

WHAT'S NEW

(W

LEARN MORE

Local Security Policy

Microsoft Azure Services
ODBC Data Sources (32-bit)
QDEC Data Sources (64-bit)
Performance Monitor

i-i-i AD DS 1 'ii DHCP Print Management

Resource Monitor

ROLES AND SERVER GROUPS

Roles: 4 | Servergroups: 1 | Servers total: 2




PRACTICUM 4.1.1: DHCP INSTALLEREN

b

-

File = Action View Help
o HE E -

?

% DHCP

w EI 168.254.39.90
v o Pvd

.3 Server Options

':0:' Configure the DHCP Server

Before a DHCP server can issue P addresses, you must create a scope and authorize the DHCP server,

uters requesting a dynamic IP address,

e,

2| Policies
¥ Filters A scopeis arange of IP addresses that is assigned to comp
oo IPvb Autharization is a security precaution that ensures that only authornzed DHCP servers run on your
network.
*Tn add 2 new crana an the Actinn mann elicle Bla Sene
MNew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distibuting 1P
addresses to computers an your netwark

To continue, click MNesd.

e and on the Action menu, click Authaorize.
eges to authorize the server,

status update, either press F3, or on the

online Help,
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L]

File = Action View Help
= znE E -6

H = E

%F DHCP

~ 3 169.254.39.90
v 5 Ipva
.3 Server Options

Configure the DHCP Server

Before a DHCP server can issue IP addresses, you must create a scope and authorize the DHCP server.

= Paolicies
? F| Filters A scope is a range of IP addresses that is assigned to computers requesting a dynamic IP address.
o IPvE Authorization is a security precaution that ensures that only authorized DHCP servers run on your
network.
* T arled 2 now renne an the Artinn mmann_ clicl Blew Seamg,
MNew Scope Wizard
e and on the Action menu, click Authorize.
Scope Name ol [Eges to authorize the server.
You have to provide an identifying scope name. You also have the option of providing @J )
a description. status update, either press F3, or on the

Type a name and description for this scope. This information helps you quickdy identify
how the scope is to be used on your network.

Name: |PFScopePF5‘u"1

Description: |

online Help.
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k3

File = Action

View Help

| #nmEC HRE 2

% DHCP

v 7 169.25439.90
v 3 Ipva

-3 Server Options

= Policies

¥ Filters
o IPvE

Configure the DHCP Server

Before a DHCP server can issue IP addresses, you must create a scope and authorize the DHCP server.

MNew Scope Wizard

IP Address Range
*fou define the scope address ranage by identfying a set of consecutive IP addresses.

Configuration settings for DHCP Server
Enter the range of addresses that the scope distibutes.

Start IP address: | 192 . 168 . 101. 31

End IP address: | 192 . 168 . 101. 130

Configuration settings that propagate to DHCFP Client

Length: 24 _I;l
Subnet mask: |255.255.255. ]

< Back Next >

=

Cancel

g dynamic [P address.
P servers run on your

on menu, click Authorize.
the server,

her press F3, or on the
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File = Action View Help

o9 | n@EE G| HE B
% DHCP
v i 1_59'254'39'90 1 Configure the DHCP Server
v gy IPvd
25 Opti
- pETE_r pHens Before a DHCP server can issue P addresses, you must create a scope and authorize the DHCP server.
| Policies
> ¥ Filters New Scope Wizard 5 dynamic IP address.
o IPvE P servers run on your
’ Add Exclusions and Delay —
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.
Type the IP address range that you want to exclude. f you want to exclude a single en menu, click Authorize,
address, type an address in Start [P address only. the server.
Start IP address: End IP address: her press F5, or on the

152 . 168 . 101 . 81 152 . 168 . 101 . 130] Add
Excluded address range:

Subnet delay in milli second:

< Back MNext = Cancel
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File  Action View Help

=27 56 HE B

¥ DHCP

v F 169.254.39.90
v 3 lpvd

.3 Server Options
4| Policies

#| Filters
g IPv6

Configure the DHCP Server

Before a DHCP server can issue [P addresses, you must create a scope and authorize the DHCP server.

Mew Scope Wizard

Lease Duration

The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical networ. For mobile netwarcs that consist mainty of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of deslktop computers at foed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.

Limited to:

Day=: Hours:

=

a dynarnic |P address,
P servers run on your

on menu, click Authorize,
the server.

her press F3, or on the
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File | Action View Help
o= n@m 6 -
% DHCP

v o 169.234.39.90
v 3 1P
.3 Server Options

B B2

Configure the DHCP Server

Before a DHCP server can issue IP addresses, you must create a scope and authorize the DHCP server.

o Policies
» ¥ Filters New Scope Wizard a dynamic IP address,
oo IPvb Corfi DHCP Opti P servers run on your
igure ions —

You have to configure the most common DHCF options before clients can use the @
SCOpE.
When clients obtain an address, they are given DHCP options such as the IP on menu, click Authorize.
addresses of routers (default gateways), DMNS servers, and WINS settings for that the server,
scope.
The settings you select here are for this scope and ovenmide settings configured in the her press £3, or on the

Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

{* Yes |want to corfigure these options now;

" Mo, | will configure these options later

< Back MNext = Cancel




PRACTICUM 4.1.1: DHCP INSTALLEREN

2

File = Action

as | E E g

View Help

HE B

¥ DHCP

v o 169.254.39.90

v o

£

[Pvwd

=3 Server Options

| Policies

7| Filters
IPwE

Configure the DHCP Server

Before a DHCP server can issue P addresses, you must create a scope and authorize the DHCP server.

Mew Scope Wizard
Domain Mame and DNS Servers —
The Domain Mame System (DNS) maps and translates domain names used by clients
on your networlk.

*You can specify the parent domain you want the client computers on your network to use for
DMS name resolution.

Parent domain: |PD|iFClI'I'I1EI.I'||

To corfigure scope clients to use DNS servers an your network, enter the P addresses for those
SErVErs.

Server name: IP address:
||
1592.168.101.11

dalle

< Back Next = Cancel

g dynamic [P address.
P servers run on your

on menu, click Authorize,
the server,

her press F5, or on the
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File = Action View Help
o= 2@ EE

@

BE E

% DHCP

w EI 169.254.39.90
v G IPvd
.3 Server Options

Configure the DHCP Server

Before a DHCP server can issue IP addresses, you must create a scope and autherize the DHCP server.

| Policies
? ¥ Filters New Scope Wizard a dynamic IP address,
L |Pwb P servers run on your
] ¥

WINS Servers ——
Computers running Windows can use WINS servers to convert NetBIOS computer

names to IF addresses.

Entering server |P addresses here enables Windows clients to query WINS befare they use on menu, click Authorize.
broadcasts to register and resolve NetBIOS names. the server,
Server name:; IP address:

her press F3, or on the

el |

Ll

To change this behavior for Windows DHCP clierts modify option 046, WINS/MET MNode
Type, in Scope Options.

< Back MNext = Cancel
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L

fir.

File = Action View Help

e« | #FE G HE B

F DHCP

v 3 169.254.39.90
v Tl
.3 Server Options

Configure the DHCP Server

Before a DHCP server can issue IP addresses, you must create a scope and authorize the DHCP server,

| Policies
> #| Filters New Scope Wizard 5 dynamic IP address.
o IPve Activat P servers run on your
ivate Scope T
Clients can obtain address leases only f a scope is activated. ﬁu
Do you want to activate this scope now? on menu, click Authorize.

the server.
(" Yes, | want to activate this scope now

{* No, | will activate this scope later; her press 3, or on the

« Back Mea > Cancel
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% DHCP
File Action View Help

|75 E G

& DHCP

v F 160.254.39.90
v 3 IPve
@ Scope [192.168.101.0] PFScop
.3 Server Options
| Policies

¥ Filters
2 IPv6

Authorize the DHCP Server

A DHCP server must be authorized in the Active Directory E

Autherization 1s a security precaution that ensures that onlb
network.,

To authorize this DHCP server, navigate to the server node
You will need to login as a domain user with requisite privil

Authorization may take a few moments to complete, For a
Action menu, click Refresh.

For more information about setting up a DHCP server, see
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<+ 5 maart - 11 maart Bewerk~

% \Week 10 - Lesweek 3.3 Bewerk~ 4
In deze les(sen):
- Dynamic Host Configuration P
» Voor deze les(sen) heb je nodig: Bewerk~ [
- DEEL 1 - paragraaf 4.0 e
% @ | Wikiwijs - 4 - DHCP Bewerk~ [
% .| n41d uitleg en quiz Bewerk~ £ [
¢» Gedetailleerde uitwerking van de opdrachi(en): Bewerk~ [V
- Practicum 4.1.1 - DHCP installeren, p. 165-179
= Practicum 4.1.2 - Tweede DHCP-server, p. 179
()| configuratie van scopes in DHCP server Bewerk~ [

dit filmpje is vooral van belang als je DNS en gateway "hard" wil instellen in je DCHP options.
< .| Practicum 4.1.1; 4.1.2 Bewerk~ & [

<= Activiteit of bron toevoegen




